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SMEJKAL, V. Kyberneticka kriminalita.
Plzeii: Nakladatelstvi Ales Cenék, 2015, 636 s. ISBN 978-80-7380-501-2. Cena 690 K<&.

_ - Recenzovanou knihu byste snad ani neméli otevirat. Ze-

EDIGNI RADA jména nemate-li hlubsi vztah k pocitactim, mobilim a dalsi
PRO/PRAX] ,elektronické havéti, nebot’ zde jsou popsany s vysokou
erudici a zna¢nou mirou podrobnosti v§echny mozné druhy
trestné ¢innosti, ktera se odehrava kdekoliv v kyberprostoru.

KY B E RN ET I C K A Kniha prof. Smejkala, zakladatele oboru IT pravo v Ces-

ké republice a dlouholeté¢ho pedagoga na VUT v Bmé¢, ma
KRI M I N A L I TA neuveftitelnych 636 stran. Autor zde shrnul svoje dlouholeté
pusobeni v oblasti pravni teorie, ale i realné praxe pfi prak-
tickém odhalovani a vySetiovani kybernetické kriminality.
Je zasluzné, ze autor pied hlavni ¢ast vykladu, nachazejici
se ve druhé kapitole, piediadil ivodni ¢ast Pocitace a poci-
tacova kriminalita — zakladni pojmy, kde jsou strucné vy-
svétleny pojmy, které sice ,,ajt’aci znaji, ale kazdy je vnima
trochu jinak, coz v momenté, kdy potfebujeme analyzovat
obsah smlouvy ¢i naplnéni skutkové podstaty trestného ¢inu,
¢ini neskonalé potize. A opacn€ — pravnici vétsinou netusi,
co se pod kterym z pojmi skryva.

Viadimir Smejkal

stfedi informacnich systému a na Internetu, kde jsou po-
drobné popsany jednotlivé skutkové podstaty a doplnény
jak praktickymi ptiklady z realného Zivota, tak judikaturou.
Nikoliv pouze judikaturou obsahujici pravni vétu, jez je
mnohdy nejasna a zavadgjici, ale vcetné relevantnich casti
zdlivodnéni a Casto jesté doplnénou vlastnim komentaiem
autora. To vyrazné zvySuje vyuzitelnost tohoto dila pro pravniky.

Najdeme zde napf. teroristické utoky, poskozeni obecné prospésného zatizeni ¢i cizi véci, neopravnéné uzivani,
podvody, vydirani, pornografii, porusovani tajemstvi dopravovanych zprav a dokumentt uchovavanych v soukro-
mi, $ifeni poplasné zpravy, nebezpecné vyhrozovani a pronasledovani (stalking), nekalou soutéz a dalsi trestné Ciny
vcetné porusovani prav k dusevnimu vlastnictvi. Pochopitelné velmi podrobn¢ jsou rozebrany pocitacové tr. ¢iny
podle ust. § 230 —232.

Treti kapitola Odhalovani a vySetfovani kybernetické kriminality patii spiSe do oblasti kriminalistiky. Jsou zde
charakterizovani typicti pachatelé kyberkriminality a jejich motivy, popsany metody a postupy kriminalistické ex-
pertizy a diskutovana dnes velmi aktualni témata jako digitalni stopy, diikazy a dokazovani nebo znalecké posudky.

Nesmirné zajimava je pak 4. kapitola Prognéza dalsiho vyvoje kybernetické kriminality, zabyvajici se zalezitost-
mi jako jsou tutoky DoS, virtudlni mény — bitcoiny Utoky prostiednictvim socialnich siti a dal§imi technologickymi
novinkami, které se brzy objevi i v rukou zlo¢incti (3D tisk nebo Internet véci). Autor se odvazné pustil i do rozboru
virtualnich svétl a virtualni kriminality. Zavér kapitoly obsahuje témata, ktera rovnéz souvisi s trestnépravni pro-
blematikou (k principu ,,ultima ratio* a k zdkazu donucovani k poskytnuti diikkazii proti sobé samému), ale zabrousil
i do obcanskopravni oblasti (k odpovédnosti za skodu).

Kniha je pies vysoce slozitou tématiku psana srozumitelné a to nejen pravnikim, ale veskerym odbornikiim,
ktefi se né¢jakym zpiisobem pohybuji ve svéte IT a jeho bezpecnosti. Podle ndzoru recenzentky by neméla chybét
v knihovné zadného odbornika, zejména pak u manazert v oblasti informacnich technologii a jejich bezpec¢nosti.
Jeji vyuzitelnost pro vyuku ve vSech oborech informacnich technologii a prava ¢i managementu je vysoka.
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SMEJKAL, V. Kyberneticka kriminalita (Cybernetic Criminality).
Plzeii: Nakladatelstvi Ale§ Cenék, 2015, 636 pp. ISBN 978-80-7380-501-2. Price 690 CZK.

Perhaps it would be better not to open this book at all, particularly if you do not have a close connection with
computers, mobiles and other “electronic pests”, as it describes in considerable detail, and with great erudition,
all the possible kinds of criminal activity conducted in cyberspace.

This book by Professor Smejkal, founder of the study field IT Law in the Czech Republic and long-time lecturer at
Brno University of Technology, is comprised of an incredible 636 pages. The author has summarised his many years
working in the field of legal theory and his practical work in uncovering and investigating cybernetic criminality in
this publication.

The author deserves our praise for the fact that the main part of his book, found in the second chapter, is
preceded by an introductory section entitled Computers and Computer Criminality — Basic Terms that gives
a brief explanation of terms that are familiar to IT experts, though perceived slightly differently by each indi-
vidual which causes infinite difficulties at the moment at which we want to analyse the content of a contract
or the facts of a criminal case. Lawyers, on the other hand, generally don’t have a clue of the meaning behind
these terms.

The focal point of the book is its second chapter Criminality in the Environment of Information Systems and
the Internet which gives a detailed description of the facts of individual cases supplemented both with practi-
cal examples from real life and with examples from the jurisprudence, and not merely the reasoning given for
legal rulings, which may often be unclear and confusing, but with the inclusion of relevant parts of the legal
grounds of individual cases, often supplemented by the author’s own commentary. This significantly expands
the usefulness of this work to lawyers.

The things we can find here include terrorist attacks, damage to public and private property, unauthorised
use, fraud, extortion, pornography, violation of the confidentiality of private reports and documents, the sprea-
ding of hoaxes, dangerous threats and stalking, unfair competition and other criminal acts, including the vio-
lation of intellectual copyright. Computer-related criminal acts in accordance with the provisions of Sections
230-232 are, understandably, treated in great detail.

Chapter Three on the Detection and Investigation of Cyber Crime is devoted to the area of criminal science.
A characterisation of typical perpetrators of cyber crime and their motives is given, their methods of criminal
expertise described, and highly topical issues such as digital trails, evidence and expert judgements discussed.

Chapter Four on The Prognosis for the Further Development of Cyber Crime is extremely interesting and consi-
ders such things as DoS attacks, virtual currencies — Bitcoins, attacks over social networks and other technological
innovations that are soon to appear in the hands of the criminals (3D printing and the Internet of Things). The author
has bravely undertaken an analysis of virtual worlds and virtual criminality. The end of the chapter focuses on a topic
that is also associated with criminal justice (the principle of “ultima ratio” and the ban on forcing people to provide
evidence against themselves), though it also considers the area of civic law (responsibility for damage).

In spite of the enormous complexity of the topics covered, the book is written in a style that can be unders-
tood both by lawyers and by anyone working in the world of IT and IT security. In the view of this reviewer, it
should not be missing from the shelves of any professional, and in particular those of managers in informatio-
nal technology and security. It also offers great possibilities for use in teaching in all branches of information
technology, law and management.
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